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Verifiable Secret Sharing




Why care about Secret Sharing”?

 Fundamental concept that underpins many other protocols

+ Distributed Key Generation, Threshold Signatures, Consensus




Proof of Stake Blockchain
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Implicit Assumption:
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Fig. 2: Distribution of Ethereum Stakes for pools other than Lido and Coinbase. Note that the x-axis 1s logarithmic.
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Virtualisation

* Naive solution: give parties with more weight more shares.

+ Convert all weights to integers, give each party a number of



Virtualized Shares




Verifiable) Shamir's Secret Sharing

e Shamir's Secret Sharing:
» Secret s, sample ay, ..., a, randomly

e Letf(X)=s+ax+ax“+ ... +ax,
= f(1), reconst with ¢ + 1 points

Requires Linearity!




| inear vs CRT Secret Sharing

e Linear (SSS): e CRT (non-linear):

o Equal Weights o Weighted constructions




Chinese Remainder Theorem

e Lol . Da arbitrany integers. gl co-prime




CRT-Based Secret Sharing

* Uses Chinese Remainder Theorem instead of polynomials




CRT Deal Proof

To prove a correct deal starting from a secret s to a share 5; with
‘weignt” value p., we just need to prove that:




Why not R1CS / Bulletproofs®?

 We can easily prove s; = s + kp, using R1CS proofs

e ... butonly if all the values live in one group.




Problems with Cyclic Groups

It we use the same cyclic group for commitments as the desired
crypto system, then:




Wraparound modp,,

Letp0=qp1+t,()§t<p1




“‘Proof of Mod” b =a mod p,a,b € Z

Let po = gp; +t, where 0 <t < p,, and

. Prover commits to a, b, k such that a = b + kp,

2. Construct R1CS proof that is only satisfied if




Proof of mod for values < pp

INntuitive idea: use the “proof of mod” several times in a row to
progressively bring things in range to show:

s = So+ ap, mod p,




CRT-VSS using a single DL group
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Performance Improvement of WR-VSS

* 100x Improvement in broadcast bw on current implementation
o 20x Improvement in broadcast bw vs virtualized VSS
e 5X Improvement in private bw vs virtualised V5SS

Design Broadcast Private
G | Zp, Total (B) Zp, | Total (B)

Current 28,000 | | 1,344,000 -
Feman | 6,850 | | 219,200 | 4110 | 131,50

WR VSS 389 12 640 | ~ 892 28,928
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7 Proof Size and Running Time
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WR-VSS Summary

e Shown how to construct the first verifiable and weighted secret

sharing scheme that uses only a single discrete-log group.




What does this mean for Blockchains?

S — VoS = DKG = MPC/TSS

 \We know how to do each of these now




summary

« MPC /1TSS / Distributed Crypto with Weights is possible.

 Can yield very large benefits in highly unequal distributions,
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